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Moving to a cloud 
future, together…
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- End-of-Support Server

- Feature Change of Data Center

- All New Cloud Enablement

- Guidance on your Journey to 

Cloud
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Deployment Options



Deployment Options: Cloud vs. Self-Managed
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Atlassian Cloud
Provided by Atlassian

Server
You run it in your own DC / 

Cloud or as Managed Hosting

Data Center
You run it in your own DC / 

Cloud or as Managed Hosting
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Migrate to 

Atlassian Cloud 

now / later

Continue to use 

/ Convert to 

Data Center

Continue to use 

Server / ”Wait 

another year”

Migrate to other 

on-prem 

options

Migration Options



https://kreuzwerker.de/

https://marketplace.atlassian.com/apps/1222010/jira-cloud-migration-assistant?hosting=server&tab=overview 9

Cloud Migration Assistant



Name des Unternehmens 10



https://kreuzwerker.de/



https://www.atlassian.com/software/free

https://www.atlassian.com/licensing/clo
ud-loyalty-discounts

https://www.atlassian.com/licensing/dat
a-center-loyalty-discounts

https://www.atlassian.com/migration/cloud/free
-license

Free Migration Trial and Dual Licensing

We provide free, extended migration trials that match the 
length of your remaining server maintenance (up to 12 months) 
to help you evaluate and migrate to cloud over time—
without disrupting your teams.

Discounts & Incentives
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Cloud Plans



Cloud Free, Standard, Premium, Enterprise
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FREE

<= 10 Users

Limited Controls

2 GB

PREMIUM

Standard +

99.9% SLA

24/7 Premium 

Support

IP Allowlist

Cloud Sandbox

Archiving

Automation

Unlimited Storage

Data Residency

ENTERPRISE

Premium +

Unlimited Instances

Multi-Site 

Administation

Org. Insights 

99.95% SLA

Release Tracks

Enterprise Sandbox

Data Residency

Enterprise Support

STANDARD

Up to 10.000 users

One Site included

Standard Cloud 

Functions

250 GB

Data Residency



What else does Cloud offer?
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https://kreuzwerker.de/

https://www.atlassian.com/software/jira/work-management 16



https://kreuzwerker.de/

https://www.atlassian.com/software/jira/work-management 17



https://kreuzwerker.de/

https://www.atlassian.com/software/jira/work-management 18



https://kreuzwerker.de/

https://www.atlassian.com/software/jira/work-management 19



https://kreuzwerker.de/

https://www.atlassian.com/software/jira/work-management 20



Picking the right plan

https://support.atlassian.com/jira-cloud-administration/docs/explore-jira-cloud-plans/, 
https://support.atlassian.com/confluence-cloud/docs/learn-about-confluence-cloud-plans/
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- Carefully assess features and limitations:

- 250 GB Storage, IP Allowlisting, Release Tracks, Sandboxing, Anonymous Access

- Jira: Single Project vs. Global Automations, Basic vs. Advanced Roadmaps, Capacity 
Planning, Project Archiving, Insight

- Confluence: Analytics, Team Calendars, Bulk Archiving

- Assess cost implications - monthly vs. annual

- Need SSO / SCIM / AD integration? Atlassian Access might be 

required

https://support.atlassian.com/jira-cloud-administration/docs/explore-jira-cloud-plans/
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Ressources
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Dedicated Migration Support,
Cloud Migration Assistants

Cloud & Data Center Loyalty Discounts,
Free Migration Trials, Dual Licensing

Updated Cloud &
Data Center Roadmap

Atlassian Migration Program &
Data Center Migration Center

Cloud Enablement



https://www.atlassian.com/roadmap/cloud 24

Cloud Roadmap

Updated roadmap of current

and future improvements of 

Atlassian Cloud



https://www.atlassian.com/migration/cloud 25

Cloud Migration Hub

Overview of migration options

Template of a migration process

Overview of tooling & support

(Cloud Migration Assistants)



https://www.atlassian.com/cloud/myths/overview 26

Cloud Mythbusting

„Myth-Busting“ common

misconceptions about Atlassian 

Cloud
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DSGVO

- Selbstverständlich sind Atlassian 

Status Quo
GDPR

?
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DSGVO

- Selbstverständlich sind Atlassian 

Status Quo
GDPR

?
Disclaimer: The following statements 

have been carefully reviewed. 

I am not a laywer and this is not legal 

advice. 

This advice is general in nature and not 

to be taken as personal professional 

advice

TL;DR: NAL; TINLA



GDPR Compliance: Status Quo

- Updated Standard DPA provided by Atlassian ✔

- Including „Standard Contract Clauses“ (SCC) ✔

- Data subjects✔

- Categories of data✔

- Purpose of processing✔

- Subprocessors, duties based on Art. 32-36✔

29https://www.atlassian.com/legal/data-processing-addendum



GDPR Compliance: All well then? 

- Data protection by default

- Data residency controls:  Enterprise ✔, announced for
Standard and Premium)

- Content locked per realm (EU, US, Global)

- Internal controls / audits

- Data privacy management

- Incident / response management

30

Additional information available through additional documents



GDPR Compliance: Relevant documents

- Data Processing Addendum
https://www.atlassian.com/de/legal/data-processing-addendum

- Cloud Terms of Service
https://www.atlassian.com/legal/cloud-terms-of-service

- Privacy Policy
https://www.atlassian.com/legal/privacy-policy

- Certification / Compliance
https://www.atlassian.com/trust/compliance

- Atlassian Common Controls Framework
https://www.atlassian.com/trust/compliance/common-controls-framework

- Manage Data Residency
https://support.atlassian.com/security-and-access-policies/docs/understand-data-
residency-and-realms/

- Vendor Security Risks
https://www.atlassian.com/trust/security/vendor-security-risk-response
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GDPR: Additional Aspects

- Data Residency Controls: What Primary- & Secondary data is
available per region (= “Realm Pinning”)

- Access restrictions: „IP Allowlisting“ vs. VPN

- Varying support for different products (Trello, Jira Align / 
OpsGenie / StatusPage)

- Third party apps – You might need indivdual DPAs

- Forge „hosted by Atlassian” – Compliance in line with core
products (Jira / Confluence) 
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33https://community.developer.atlassian.com/t/forge-is-now-generally-available-and-in-production/45507



GDPR Compliance: Edge Cases

- Highly regulated environments (Finance / Insurance / 
Healthcare)

- Additional compliace requirements (TISAX / VDA ISA)

- Data Residency (Primary & Secondary Data) &
Centralization of user account data (Atlassian ID)

- Multi-geography use (in Cloud Free, Standard, Premium)

34https://www.atlassian.com/software/opsgenie/tos, 



Post Privacy Shield /

Schrems II

Image credit: https://inforrm.org/2020/07/23/schrems-ii-a-brief-history-an-analysis-and-the-way-forward-shreya-tewari/ 35

- „Privacy Shield“ has been 
invalidated for transfers of personal 
data between EU / US 

- Standard Contract Clauses (SCC / 
model clauses) confirmed to be a 
valid mechanism for data transfers -
but assumed not to be sufficient 
without additional terms / binding 
corporate rules (BCR)

- Additional transparency achieved 
through thorough analysis – i.e. data 
protection impact assessments 
(Datenschutzfolgenabschätzung)



https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PM-Nach_SchremsII_Digitale_Eigenstaendigkeit.pdf 36

Die sogenannten Standardvertragsklauseln, die europäische Unternehmen mit Anbietern in Drittländern 

abschließen können, um das europäische Datenschutzniveau auch in den Drittländern zu wahren, erklärt der 

EuGH dagegen unter bestimmten Bedingungen für grundsätzlich zulässig. Er betont in diesem 

Zusammenhang jedoch, dass sowohl die europäischen Datenexporteure als auch die Datenimporteure in 

Drittländern verpflichtet sind, vor der ersten Datenübermittlung zu prüfen, ob im Drittland staatliche 

Zugriffsmöglichkeiten auf die Daten bestehen, die über das nach europäischem Recht Zulässige 

hinausgehen (Rn. 134 f., 142 des Urteils). Bestehen solche Zugriffsrechte, können auch die 

Standardvertragsklauseln den Datenexport nicht rechtfertigen. Bereits ins Drittland übermittelte Daten 

müssen zurückgeholt werden. Anders als bisher verbreitet vertreten, genügt der reine Abschluss von 

Standardvertragsklauseln nicht, um Datenexporte zu ermöglichen (Rn. 126 ff. des Urteils).

Berliner Beauftragte für Datenschutz und Informationssicherheit



What exactly does this imply?

- Assessment is more complex and might require individual data

protection impact assessment.

- Asess vendor legal structure: Atlassian „legal entities“ - Annex 3 in 

the DPA: Registered in the UK / HQ in Australia / Processing in the

US – Assume export to third countries.

- Follow decision on “personal data flow“ of the UK/EU (Brexit)

- Assessment can be simplified based on features announced:

o Data Residency in Cloud Standard / Cloud Premium, Data Residency

for Apps, Bring-your-own-key Encryption, Data Leak Prevention

37https://ec.europa.eu/commission/presscorner/detail/en/ip_21_661 



Cloud Platform & Services Roadmap

https://www.atlassian.com/trust/roadmap?tab=compliance 38

https://www.atlassian.com/trust/roadmap?tab=compliance


Product Content in Realm

https://support.atlassian.com/security-and-access-policies/docs/understand-data-residency-and-realms/ 39



Summary

- Atlassian has invested a lot in its native Cloud and offers a wide 

selection of Cloud plans

- GDPR compliance can be assumed based on SCCs / additional 

certifications / BCRs – indivdual assessment is required

- Utilizing additional documentation and certification a GDPR-

compliant use is achievable

- Risk-assessment (data protection impact assessment) can be

simplified with Data Residency Controls implemented in Cloud 

Standard / Premium and Apps ~Q3/2021.

- In highly regulated environments (Finance / Insurance) additional 

aspects need consideration – regulatory changes can be expected

40
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Thank you !
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